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ABSTRACT

As the truism goes, “You c a’hHowwevem assesgngerfonntamace in yraining d o n ' t
exercises has classically presented a measurement challenge, made more lmpthglgraucity of timelyrelevant

comparable data dhe training ad i e nperéormanceEven aghe field oflearning analytics becomes increasingly
sophisticatedmilitary training exercises continue to be assessed in largely subjective and superficidhwsapst,

while we may know if the training wasompleted it is difficult to objectively answer the basic question: did the
exercisedo any good?

xAPI is an emergingapability to supportearning analytics, but until recently has remained largely untested as a
solution for delivering comparable results across mes multiplatform asynchronous learning and performance
data feeds at scaleikihg 18, a large multinational civiilitary exercise, aspires toward full operational integration
of Advanced Distributed Learning (ADL) as an integral part of the exessiperience including the associated
learninganalyticssupported by xAPRI

This paper presents a case study and lessons learneth&@anplementation of xAPI in the Viking 18 exercidé
alsodeliversa summaryf theresultingViking 18 learninganalytics including data frone-learningcourses matched
against quantitativebservationdata from the exercise management tool, with the aimaofinginsight on the
relationships between training and performance against exercise objectives. As esuhgckvopen the door to
aggregation of exercise performance data in support of operational and strategic planning. deahssuggests a
pattern of enhanced training outcomes by units with higher ratidrofluction to Viking (pre-training elearring)
course completion.
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INTRODUCTION

This paper presents a case study and lessons learneth&onplementation of XAPI in Viking 18 a multinational
ComputerAssised Exercise (CAX) xAPI, or the Experience Application Programming Interface, is a data
interoperability specification that facilitates more granular and interoperable human performance data ctlection.
can enable improved aggregation and analysigaifige performancéataacross various technologypported
learning activities.

Wealsoincluderesultsfrom thexAPl-enabledearning analyticsised in Viking 18including datdrom thee-learning

courses matched against quantitatvservationdatafrom the exercise management tool, with the aingaihing

insight on the relationships between trainaagivitiesandoutcomeperformance against exercise objectives. As such,

we crack open the door the aggregation of exercise performance data in sttppf operational andtrategic
plaming, including training remediation, future exercise design, readiness estimations, and return on investment
analyses

This effort tesed the viability of implementingcAPI across a set of diversdeaarning courses. It also evaluated the

utility of xAPI-supportedearning analytics training settingsdemonstrating that increased visibility into the training
audience’s perfor mance vyiaysido$ thevcallectedabal empiricallysdengohstrage. Final
improved training outcomealue tothe operational integration 8fdvanced Distributed Learnind\DL ) into the event

Problem Statement

Strategielevel guidance on training and education in the secsattors has entered a new (r)evolutionary phase

This reflects an increased need to more effectively prepare personnel for a range of complex and volatile missions,
while balancing thaéime and cosefficiency of these learning experiencétence acrosscoalition nations, many
defense institutions are increasing their investment®novative learning science and technologi@aybourn,

Schatz, et al., 2017even while they may be reducing investments in more traditional delivery mod&iies
innovations such as lifelong Artificial Intelligence (Al) driven personalization, require more research; however, other
capabilitiesrepresent viablaearterm, lowcost highrrewardsolutions.

Blended learning (e.g., ADL combined with live trainimgpresents one of these ne¢arm opportunities. Bcked by

research showing th#t can improve training effectiveness and efficieneyg(, Fautua,Schatz,et al, 2014 U.S.

Department of Education, 201&ndpromotedby theU.S. Department of Defense tnsction1322.26( “ Di st r i but e d
Learning) blended learningromises to be a highalue investmentConsequentlyimplementing blended learning in

training exercises an obviousand efficient mechanism &nhance those highvestment events.

TheUS.di nt Staff J7 —TFainiBd Rrogrdne dbmansrated thdearging, wekbased small group
scenarios, and associated-pianing metrics could be advantageously blended into training exercises for the U.S.
Combatant CommandB4utua, Schatz, at., 2014. However Jargemultinationaltraining exercises, includingAX
events,are generally conceived and delivered separately #@rh-based activitiesMoreover,even in the U.S.
Blended LearningTraining Programirainee data collected fro®DL -based activitiess organizationally siloed

ADL -based performancé, meaningfullyassessed at ai§ not readily comparable to the exercise outcomes

Related assessment issues affect exexdise For instance, exercise performance is raasligsed quantitativéy
againststrategic objectivesand the performance assessments that are conducted typically do not prievidef
comparable data andividual trainees performance. In short, while we may know if the training waspletd, it
is more difficultto objectively answer the basic question: diddrercisedo any good?
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XAPI, developed by the 13. ADL Initiative, is an emergingechnicalstandardthat supportdearning analytics
Although xAPI has gained popularityntil recentlyit has remained largely untested as a solution for delivering
comparable results across complex mpilétform asynchronous learning and performance data feeds at scale.
Organizers of th&/iking 18 multinational exercisdecidedto run a proofof-concept test omaking ADL an integral

part of theevent, including the use of xAPI to support trainee performance assessments across -thaesédDL
activities

The Viking Exercise

TheViking exercise series wdsst charteredn 1999 as a SwedigndU.S.ini t i ati ve at NATO’'s 50t

Summit.Since that timethe Swedish Armed Forces and Folke Bernadotte Acadewy hosted Viking eight times

It has becoméhelargest recurring civimilitary relations exercise wondde, with 61 countries an@0 organizations
participating in 201§Swedish Armed Forces, 2018)he size and complexity of Viking make it an appealing case
study. ts reliable cycles of iteration every three yeglspoffer a foundation for regular retesting on lessons learned
acrcss the exercise seridgung, Ax, et al, 2018)

Viking 18 was heldor tendays inApril 2018, across networkedites located ifBrazil, Bulgaria, Finland, Ireland,
Serbia and Swedeit involved abou®,500 people, including,300 trainees anadditionaloperators, monitors and
support staff. The exercise trains civilians, militgsglice, andnongovernmental organizatiotegether so that they
are better prepared for deployment to a crisis response mission. The esemnsgiois multidimensonal,
multifunctional and multinational.

The ADL Effort in Viking 18: A Hard Case

Viking 18 markedthe first example of full operational integration of ADL and xAPI learning analytics into a large
scale, multinational collective training eveMiking organizers sought to approathe 2018exercise as a total
learning experiencancorporating more than twdozen xAP{enabled dearning courses and a synchronous CAX
simulation as well as learning analytics bathindividual and aggregated performannedhee-learningcoursesand

for theexerciseobjectives.

While the technical solutions for this initiative are increasingly mature, the complexity of multiple stakeholders
matched with legacy platforms and stovepiped data, offered up an inherentgnghal environment. That was
exactly what we hoped for: a hard case, where countervailing conditions made success highly unlikely. Delivering a
solution that worked would suggest that our model for operational integration of ADL into exercises hagzgbleerali
promise (Rapport, 2015)

The risks faced were both human and technical. The Learning Management System (LMS) used by Viking is a national
solution that is not xAPI compliarituch of the dearning ourse contentvas provided byliverseorganizations and

wasbuilt using various standards, formats and technolo@ié&erent national stakeholdenssedmultiple exercise
platforms, andhere had previously beero attempt tointegrae the dataacross the various exercisgstems The
cybersecurity environment waasochallenging with known realworld adversaries actively threatening its integrity
Implementation of the ADL integration proceeded on a limited time frame of less than twelve months with only three
months allocated for techrateffort. And finally, the Viking 18 exercise was a high visibility event, with significant
presence by senior management and flag officers. While successful innovation often demands that we embrace the
risk of failure, few are eager to fail in full viewf executive leadershifF-arson& Keyes, 2002)

VIKING 18 IMPLEMENTATION RESULTS

The integration of ADL into the Viking 18 exercise was a fully successful sbobncept in terms afyber security,
e-learning content interoperabilityxAPI integration, user demand, artdchnology for data integration and
visualization

Cyber Security

The Viking 18xAPI Learning Record Store artte visualization dashboardiere hosted on a dedicated server,
protected againgistributed Denial of Serge (DDoS)and other forms of brute force attacks on the subnet [Elel.
serverwas accessible only via@nnection with strong encryption. All unused paveredisabled and direct server
acceswas tightly restricted. Application level accessas proteted by mandatory strong passwords and failed login
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attempts control. All contemtas regularly backed ufrtheSecure Socket Layer (SStdnfigurationwas set to provide
a good balance between security and compatibility with current browsers, including PL{gotocol, 2048Bit RSA

/ 256 bit ECDSA Private Keys, (ECDSA first), and AEAD cipher suitél.server activitywas continuously logged
and monitored for potential threaf®hese ADL systemgemained live, with no intrusions, throughout the Vikirg 1
pre-training andexercise execution periods

e-Learning Content Interoperability

A total of 29 e-learning courses were selected by the Viking 18 ADL Working Ghaged orheir alignment with
exerciseobjectives Two coursesvere purposebuilt, while the restvere contributed by six nations aNATO. All
courses were in English. Participants could access the courses through the &M&lishe month prior to the
exerciseandthey were accessible throughout the event. Courses will reamailabk to exercise participantsntil
January2019.

The Viking 18 ADL Working Group buila “course plah for each Viking 18 exercise unit, which roughly aligned
differente-learning objectives with training audience exercise rdlbs. course plans divided thdearning courses

into three categories. ThHeevel 1 (L1) course,Introduction to Viking, was initially mandatory for all exercise

participants but later downgraded‘tughly recommend€dafternondefenseivilian organizerobjectel to utilizing

a military platform fortheir e-learning.The L1 coursdamiliarized participants with the organization of the exercise

the basic scenario and road to crisésrative so that the training audience might more successfully navigate

exercise. Theet ofL2 coursedncludedcontributionsfronro f Joi nt Staff J7’ s JAliedht Knowl
Command Transformatiorand member nationfom the Regional ADL Initiative(RADLI), an ADL defense
cooperativen southeastrn Europeincluding Serbia,Slovenia, Bosnia and Herzegovina, and Macedd:#iacourses
included topics aligned to the key exercise objectives, sucémasft Armed Conflict andProtection of Civilians. Two

to three L2 coursesvith elearning content relevant foegicipans s p e csiwfeirce racslsé g nerdd eads”
to each exercise uniEinally, theL3 categoryof courses included all otherlearning coursesf general interest to
the Viking 18 training audience.

rec

XAPI Integration

Viking 18 was the firsiargescale test forxAPI in a multinational exercise. xAPI is tachnical specification
developed byhe U.S. ADL Initiative, that makes it possible to recordygregate and analyze learning performance
data across a multitude of diverse learning platforms and experi@esgste the maturity of XAPI, integrating it into
the multifaceted Vikingexperienceretrofitting it into the legacy SCORMased coursewarand instantiating the
secure xAPLearning Record Storé.€., the repository for the xARlased data) proved challenging.

The Swedish Viking 18 MS, itslearning, was not xAPFcompatible,meaningit lacked thecapability tonatively
convert elearningSCORM data to xAPI statemenésd store them ia local Learning Record Store. Thus, it was
necessary to build xAPI functionality intoetltourseslirectly andto have the coursesommunicate directly witlan
externalLearning Record Storéntegration of YAPI into the SCORMbased coursesas accomplished utilizing the
“XAPI Wrappet and“SCORMto-xAPI-Wrapper, a set of opersource JavaScript librarighat convet SCORM
runtime data into xAPI statemenfdeveloped by th&).S. ADL Initiative; seegithub.can/adinet/xAPIWrapper and
github.com/adinet/SCORNb-xXAPI-Wrapper)

The diversity of the29 courses presented a real challenge for integrating XAPI into each offtheyrwere created
by many different authoring tools, exported in at least seven different SCORM versions and often deployed on legacy
platforms.The xAPIWrapperrequires minimal changes to instrument xAP| onto mesterSCORM_courses, and
its functionality ca be replicated across a wide variety of legacy course content with some adjuldiomenter, he
e-learning team had to create specific solutions on alogsase basis to implement the functionatityolder courses
This sometimesequiredsubstantiaimodifications to both the SCOR&-xAPI-Wrapperlibrary and to the courses
themselvesFor instance, in some courses all SCORM communication was controlled by a SGQRM diver
Javescript file; in those casesnodification ofthe one wrapper filegprovided XAPI integration However,in other
casesthe coursesvere built as multiple learning chapters, aath chapteinad to be wrapped separately. This was
sometimesfurther complicated by each chapter containing multiplarmes, with one responsible ftre main
SCORM communicatioandarother for rendering course content. With content loading controlled tpyabeess.js

1 The server Secure Sockets Layer configuration was tested by the SSLLabs Server Test and received the A grade:
www.ssllabs.com/ssltest/analyze.html?d=vk18. jeffersonhosting.org
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file, the main problem was that all of these pages included the/ARM&apper.js file. Because some SCORM calls

go from the parentvrapper.html file and some frm the childscorm.html file, we had to avoid making several
instances of the same wrapper object and at the same time control access to the parent frame object from the child
frame, which is often blocked by browser securitings.Nevertheless, we successfully demonstrated that legacy
courseware isiltimatelyno barrier taxtAPI implementation

Integration of xAPIWrapper functionality across the28 diverse courses enabled the collection of nearly any
semantic data diearnes éxperiencein the courss, however for the purposes of this preof-concept field test, we
collected onlycourse initiation, course completion, and tesdredata Results were sent directly from the xAPI
enabled course intihe cloud-based_earning Record Store, which resided on a separate server from the LMS

High User Demand Despite Obstacles to Use

Organizational and usability obstacles created access barriers ttetiraing.Organizationallythere was littleto-

no advertising of the-learning rsourcedo the training audienc@and this lack of communication was reinforced

when te Intro to Viking course was downgraded frotmandatory to “highly recommended” From a wusabi
perspective, access to the LMS proved cumbersome, at Remsicipants were required to create multiple user
accounts, and in many nations, Internet access at military facilities is so tightly controlled that participants opted to
complete their dearning after work hours.

Nevertheless, we saavrelativelyhigh demandfor the elearning resource®©ver 770 exercises participantsclose
to 40%o0f the training audieneesuccessfully createdlearning accounts for the V18 LM®lore than 700 course
completionswere recordedand over 1,000 additional coussaevereinitiated but not completedTop courses
completed, in rank order weréntro to Viking, Gender Awareness, SitaWare (a primer on the exerciseatile

managemensoftware) Exonaut (a primeron the exercise simulatorinited Nations Peacekeeping Operations

(UNPKO), andHumanitarian Law. Of thesethreewere authored with RADLI countriesne byU.S.JointKnowledge
Online, andwo bya team lead byonetfhi s paper’s aut hors

The difference between an initiated course and a completed course may vary due in part to how the courses were
designed. Some of the courses only reffjoampleted if the learnermovesthrough all the material, while some
require the learner to complet@amber of seltests before reporting completidrraining audienceontingents from

Course Usage
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ntro VK18 Gender ExerciseMgmt  SikawareHQ UMNP KO UNPKO Law on armed CrsisMgmt Ervironmenta UNPKO Humanitarian
Law
ntrocutionto | J3TA-MMNL292 Excercise Stawae An Overview of Mandeted tasks | Law on armed PC5054 ADL 033 ndividual nternationa
conflict mproving Management United Nations of UNPKO conflic Mukinationa mtroduction to | Peacekeeping  humanitarian law
Operationa Peacekeeping Criis Ervironmenta Personne
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ntegrating
Gender
Perspective
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Figure 6 - Top e-Learning Course Initiations and Completions
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Data Integration and Visualization

To support analysis of the accumulated data,AB& development team createdptatform-neutral web-based
dashboardapable of managing asynchronous data streams from diverse sournaltiple formats anct various

scalesFor Viking 18, the dashboamfjgregatd andvisualizedlive streamf both xAR-conformant data from the

e-learning courses ambsthocnonxAPI data from the exercise management and evaluation system. Thistia¢an

exercise organizers, participants, and other stakeholdrisl trace individuals performance across time and

plaforms, unlocking the potential for deeper insights tnédning outcomes before, during and after the exercise.

The dashboard also produced “Nation Pages,” summari zin
national unit. These proveddtily popular. TheNation Pages offered a useful summary for participant delegations:
something clear, immediate and relevant to bring hdiiméand and Sweden weagnong the¢op performers in terms

of e-learning courseompletionsscores, and diversity @burses taken.

The Viking 18 learning analytics dashboard demonstrates that the technology and knowhow is available to support
the integration and visualization of data across multiple systemsgeétthe aspirations of highdevel datadriven

leaming andto provide actionable insights to learnesbserves, mentos andtrainers; operators, planners and senior
leadergLang et &, 2017)

The following pages show several screaptures from the Viking 18 dashboard (refer to Figurég.1

@ OVERVIEW 5{’. rewaions | BRR sources @ COUNTRIES ) Aomin FIND LEARNER

ALL TRAINING UNITS v MARO1,2018 - APR25,2018

g A WM
AVERAGE SCORE

19

$s25e 3 °

03-01-2018 03-44-2018 03282018 04-11-2018 04-25

o SOURCES O OBJECT(IVE) O AVERAGE SCORE

Figure 1a - Dashboard: Home
The dashboard homepage offered summary chatispdearnerstop learningactivities, andtop learningobjects, as

well as an interactive radius graph displaying time series data on-&sarimieig course and on each exercise objective.
It highlights the ability to simultaneously integrate and visualize data from multiple platforms.
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Figure 1b - Dashboard: Home
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Figure 2 - Dashboard: User Relations
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While top-down structure is important, social networks and informal organic clustering is inevitable and important for
understanding the social elements of a learning environment. The Viking 18odessitaptures this by way of a

net work diagram
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can see relevant details about the individuals, butpiraonally identifiable informatiohas been remodefrom the

images in this article.)
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Figure 3 - Dashboard: e-Learning Detail

The dedicategage for dearning data displayed time series results for all courses in one view, average scores on top
courses, and summary performance for top learners. Not surprisingly, the time serievekitsda surge of €
learningactivity starting two weeksdfore the exerciseontinuing into the third day of thevent andhen tapering

off to occasional use by the fifth day of the-tday event.
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OBJECTIVE

Identify and implement the leadership, and consequent . roles and
responsibilities of all stakeholders, including host nationis). in 3 multi-dimensional peace operation.

Increase awareness and understanding of the realities, methods. possibilities and challenges of
conducting Comprehensive Approach (CA)

Incorporate tenets of Comprehensive Approach (CA) in dally meetings, briefings. guidance and
planning cells within COMBFORs battle rhythm,

Apply the use of existing/current POC concepts in the conduct of medium and long term planning, co-
ordinated with relevant actors

(A) Produce and execute Air Operations Directive {AOD)

(4 Produce and execute mid-term planning of the Airspace and promuigate ACO

(L) Coordinate and synchronize midterm plans

(L) Conduct supported/supporting interrelationship during planning for mid-term land operations
(M) Develop plans for transition into execution

(M) Develop plans that mitigate effects of maritime operations

(M) Maritime Operational Planning Group. (MJOPG

(M) Coordinate maritime logistics with JLSG

(Log) Coordinate and execute Mid Term Logistics planning

Conduct long term planning. co-ordinated with relevant actors.

(G) Conduct planning and handover of Long-Term plans. Conduct operational assessment

) Conduct joint planning and handover of Lang-Term plans. Conduct joint operational assessment
(A) Initiate and chair the AIR Operational Planaing Group (A0PG)

(1) Conduct relevant planning and handover of long term plans for execution

(M) Develop a plan for replacement forces 25.00 (1)

(M) Develop generic contingency plans for maritime and amphiblous forces (NEO, Escort, Amphiblous
landing etc.) 27.00(6)

Develop a shared situational awareness and. where appropriate. conduct common assessments of the
Exercise information f intelligence and integrate
Joint intelligence analysis and estimates within the joint p\ann ing cycles within all levels of BFOR.
.

Figure 4 Dashboard: Average Exercise Observation Scores by Group (randomized data for illustration)

The dedtated detail page for exercise observation scores summarized both time series and aggregate scores by
objective and command unit. The timeline visualization shows a clear upward trend in observation scores.
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Figure 5: Dashboard: National Summary - Unit Results for Courses and Exercise Observation Data
(Graphic depicts an anonymized example data, but real data were shown to exercise participants)

The national results summary page on the dashboard offered a quickvakdor national contingent®n the left
side is sum of the average scores on courses by users from one trainirgpahitourse has a different color (LMS
data). On the right side is the average observation scores for all learning objectives by those same training units.

ANALYSIS

According to the final Viking 18 manning list, the training audieinctuded1303participantsincluding 376 offsite
personnelOtherindividuals took part in the exercig¢e.g.,planning, evaluation and general logistiEssonnel and
support techniciansexercisedrivers and operational staffiput were not evaluated in the exercise management
platform.We collected dearning data on the 773 participants with LMS accounts and on all participants evaluated in
the exercise itself, but ¢té command unitr teamlevel. Of the 773articipantsvith LMS accountsg08 were in the
training audience, while 165 LMS accounts were created by membExreaiise Controleam

The training audience was divided into eight maiits (1) BFOR HQ the NATO Crisis Response Operationthe
fictional Bogalandy(2) MCC, Maritime Component CommanB) ACC, Air Component Command#) JLSG Joint
Logistics Support Groug(s5) LCC, Land Component Comman@®) UN MNB, the United Nation Mission irthe
fictional Bogalandj7) CAOC, theCombined Air Operations Centre; a(®@) CIV, the otherivilian organizations.

While our sample size is small and does not allow for statistical analysis, we can make some initial observations on
the relationship betweenlearning and exercise performance by looking at the percentage of compfetidins
Introduction to Viking course by members of the training audience, relatilecioexerciseperformancebservation

average scose by commandunit.

Figure 6 depids thelntroduction to Viking coursecompletion ratecompared tan-exercise performance scores, as
collected from theexercise management and evaluation sysif@.excluded two command groups, which were
outliersin terms ofexerciseperformancebservations, UN MNB and BFOR H@nd sowere at the same time least
relevant for judging the effectiveness of theroduction to Viking course. UN MNBncluded military personndétom

all participating countries, many of whom were not fluent in Englisth l&kely less harshly judged by exercise
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evaluators; while BFOR HQ participants were not only role playing in the exercise, but actually served in HQ units
in their regular jobs, so orientation was less relevant for their success in the training

LG

ov T Lec

[ Average Exercise Score

OPercent Completed Viking Intro

~ mee

Figure 6 - Viking 18 Introduction Course Completion vs. Average Exercise Score by Command Group

The radar grapi Figure6 clearly suggests a pattern of improved performance in exercise observation scores with
higher rates of Introduction to Viking course completion by the MCC, LCC, JLSG and @& The CIV unit,

which was flagged off the Introduction to Viking course by Heir organizational leadership, significantly
underperformed on exercise observatidds.the other handACC breaks the pattern. They showed a high rate of
completion on théntroduction to Viking course, but finished with the lowest exercise observaiones. All together,

there is a great deal of room here for further research.

CONCLUSION AND LESSONS IDENTIFIED

The integration of ADL and xAPhto Viking 18 was a succesparticularly as an initial capability demonstration,
with many lessonthat can usefully applid to future implementations of blended learningmaltinational exercises.

E-learning course objectivesd exercise objectives should better align.

The focus of learning analytics should be driven by the demand signals of stakeholders: learner,
operational, and strategic.

9 User access to both learning content and to learning analytics must be improved

f
f

Viking 18 demonstrated the viability of blendirADL into multinational exercises, integrating XAP| across diverse

e-learning coursewar@xtractng xAPI from a norcompliant LMS executing learning analytics at a large scale and

visualizing disparate types of data, in real time, within a multinatibaading context. Viking 18, with its scale,

di versity, | egacy platforms, cyber security chaadl | enges
case” | f xAPIl and |l earning analytics cansebamywbeteccessf ul |y

The Viking 18 learning analytics and data dashboard show the power ofieyela frequency data wleandeeper

insightsfrom exercise training outcomdsr datadriven learning This initial proofof-conceptdemonstratefiow
much can be deved with lightweight ADL capabilities andlose collaboratiomwith coalition partners
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